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A. INTAKE SHEET
NECROSOCIETY - INTERNAL

NAME / DESIGNATION

TSARUICIDE

ALIASES

TSAR-BOMBA; SHAYTAN AL-WARDI ("THE PINK
DEVIL") '

FILE NO. STANDING

NS-02 MEMBER - FIRST TO JOIN
DATE OF BIRTH PLACE OF BIRTH

12 MAR 1994 KANDAHAR, AFG

NATIONALITY SE-X

AFGHAN M

HEIGHT BUILL;

6'0" MEDIUM, COMBAT-TRAINED
LOCATION STATUS

UNKNOWN AT LARGE

DISTINGUISHING FEATURES
PINK AND BLACK SHEMAGH, WORN ON EVERY OPERATION. DAEVA MARKINGS. COMBAT

SCARS, TORSO AND LEFT ARM.

SPECIALTY :
CYBER OPERATIONS. WEAPONS MANUFACTURE. MARKSMANSHIP.

PRIMARY WEAPON _
AK PATTERN DRACO PISTOL. SVD FOR LONG RANGE.

LANGUAGES %
PASHTO, DARI, ARABIC, ENGLISH

THREAT LEVEL AS RATED BY WESTERN SERVICES
CRITICAL

PHOTOGRAPHS ON FILE
1 (ONE), NIGHT, AT DISTANCE

Remarks:

Night photograph taken by a contractor team outside Kabul and recovered

" with their material. The face is covered, as it is in every sighting. The
shemagh is the identification,

’('Img ID ﬁlﬁ C\Oﬂh

not the man
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NECROSOCIETY - INTERNAL - PAGE 1 OF 2

B. ASSESSMENT

ORIGIN. Born in Kandahar. Came out of the Afghan conflict zones in 2016:
left Kabul in June of that year,; entered Syria two days later, and flew
into Baghdad in August 2017. The name was given to him in the field. TSAR
is the Tsar Bomba, the largest bomb ever detonated, and it was given for
what he left behind. :

SKILLS. Improvised weapons manufacture and long-range marksmanship, both
learned in the regional wars. Guerrilla warfare. Urban combat. Chemical
weapons manufacture. Counter-surveillance. Interrogation. He trains our
people on the rifle himself.

CYBER. He has been inside government networks on three continents. The
Americans |ist one Department of Defense server and one State Department
database among the systems he reached. They have not broken his
encryption. '

BELIEF. He keeps a corrupted form of the old Zoroastrian rites and names
himself an incarnation of the daevas, the demons of that faith. He claims
descent from Aeshma, the daeva of wrath. The pink and black shemagh is
worn on evefy operation. The services read it as psychological warfare. It
is also a uniform: the people who see it know what it means before he has
done anything.

METHODS. Encrypted networks, safe houses in the cities, forged documents,
Vehicle bombs. Assassination of officials. Recruitment of the vulnerable
through online radicalization. -
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B. ASSESSMENT - PAGE 2 OF 2

_ MONEY. He runs cryptocurrency laundering for the organization and holds
the hawala relationships in Dubai, Istanbul and Damascus. Revenue comes
from arms sales across borders, trafficking of people and drugs through
partners, extortion and kidnapping.

'NETWORK. Smuggling routes across several borders and a foreign-fighter
pipeline. Arms dealers in the conflict zones. Officials who sell safe
passage.

NECROSOCIETY ALIGNMENT. The tirst to join. He brought in the core members
through encrypted channels and built the first militant cell with them.
Arms traffic and cyber operations run through him.

CURRENT THREAT STATUS. At large. Last confirmed in Eastern Europe in
December 2024. Rated armed and extremely dangerous. Carries electronic
warfare equipment. Their s{anding order is not to engage him without full
tactical support. ¢

HANDLING. He chooses the meeting place. Do not bring a phone into the same
building.

CLASSIFICATION: EYES ONLY - NECROSOCIETY INTERNAL - DO NOT MIRROR OR
ARCHIVE OFFSITE

read & returned
h.
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C. PASSPORT - PHOTOCOPY AS RECOVERED (DATA PAGE AND PAGES 8-9)

ISLAMIC REPUBLIC OF AFGHANISTAN .
PASSPORT S9eely - Liladl oMl gysgan

Passport N

001478215

AFGHAN | s

e of Berth

12;'03!1994

Place of Birth

KANDAHAR I stass MOI - KABUL

~ Dale of Enpiiry | s~ 0
15!06)‘2016 14/06/2021

\raa/-r/re A\Pofovfre

P<AF GG < < < < << <<<<<<<ccccccccccc

0014?82158AFG9403121M2106146<<<<<<<<<<<<<<02

z_xp'rd 200
he has not
needed his own
sifce
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Title:

Date:
From:

Approved By:
Drafted By:
Case ID #:
Synopsis:

Details:

Q SECRET//INOFORN O

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

(U) NECROSOCIETY; TSARUICIDE - INTERCEPT SUMMARY, 26 NOV - 05 DEC
2024 :

12/06/2024

NEW YORK
JTTF-3

Contact: SA [ EEG————
~ -
R

315N-NY-3402288 (U) NECROSOCIETY; INTERNATIONAL TERRORISM

(S//NF) Summarizes encrypted and voice traffic attributed to TSARUICIDE collected
under FISA authority 24- .

(S//NF) Two messages sent from accounts attributed to TSARUICIDE were recovered and decrypted by
OTD. Plaintext follows:

11/26/2024 02:14 UTC - "Meeting point changed. Tower 7. Midnight. Bring the packages."
11/29/2024 19:40 UTC - "Operation BLACKOUT confirmed for Dec 15. All cells on standby."

(S//NF) On 12/04/2024 at 21:07 UTC a call of 3 minutes 42 seconds was placed from an Afghan Wireless
handset (+93 7Hll Il 7892). Cell site: Kabul, District 7. Speaker A jdentified as TSARUICIDE by voice

comparison; B is an unidentified adult male.

W o m

The shipment from ([l arrived safely.
Good. Move it to [ r-fore dawn.
what about the |-

[distorted, 4 sec] ...not your concern.

(S//NF) Call detail records for the same handset, 12/02 - 12/05/2024:

Date / time (UTC) Other party Duration Cell site Direction
12/02/2024.10:51 +90 S| Il 4521 1:28 KABUL - DISTRICT 7 IN
12/04/2024 21:07 +93 789 |l 3:42 - | KABUL - DISTRICT 7 ouT
12/05/2024 00:12 withheld 0:15 signal lost IN .

(S/NF) Comment: "Operation BLACKOUT" has not been seen before in this case. No incident occurred
on 12/15/2024 in any jurisdiction reporting to the JTTF. “Tower 7" is not identified.

L 2 2

1
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SECRET//INOFORN

FEDERAL BUREAU OF INVESTIGATION

Cyber Division - intrusion summary

Re: (U) TSARUICIDE - attributed network intrusions, 11/28 - 12/01/2024

Case ID #: 315N-NY-3402288
Date: 12/02/2024

(S//NF) Attributed activity.

Date / time Address System ‘ Result
11/28/24 02:31 103,205.142.- origin, Kabul ISP traced
11/28/24 02:33 185.220.101 [ Tor exit relay, Sweden | relay
11/28/24 02:41 2 14.27.-.- DoD server (NIPR Net) compromised
11/30/24 14:22 158.127.-.- NATO communications server attempted
12/01/24 03:47 161.117 State Department database compromised

(S//NF) Malware. One sample recovered from the State Department host (named NECRORAT in vendor
reporting). 0 of 68 antivirus engines detected it at the time of analysis. Functions: remote command
execution, éncryptéd keylogging, screen capture every 5 seconds, microphone and camera activation,
exfiltration over covert channels, spread throu gh network shares, persistence through registry keys,
detection of virtual machines and forensic tools. Three zero-day exploits confirmed, two suspected.

(S//NF) Host log extract, 12/01/2024 (times UTC):

03:47:23 IDS: SQL injection - src 103.205.142.[
03:47:45 privilege escalation - root obtained
03:47:46 /etc/shadow read

03:48:12 outbound transfer 847 MB

03:48:45 system logs deleted

03:49:02 session closed by remote host

(S/NF) Assessment. Capability consistent with state-sponsored actors. The subject's own
communications use custom encryption that has not been exploited. Recommend the subject be added to
the critical cyber threat list and coordination with NSA.

. S pcrvisory Special Agent, Cyber Division

1
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O- . SECRET Q

FD-302 (Rev. 5-8-10) -lofl-

FEDERAL BUREAU OF INVESTIGATION

Date of entry 12/12/2024

_ a physician at a private clinic in Damascus, Syria, was interviewed through a
partner service. The interview was conducted in Arabic and translated. [l provided the following

information:

On 11/15/2024 a man was brought to the clinic at night by two other men with gunshot wounds to the
torso and the left arm. He wore a pink and black shemagh and would not remove it. [ NN 1ater
picked out the same shemagh in a photograph of the subject of this case.

The patien-t refused morphine and refused any sedation. He stayed awake and watched [ N 's
hands for the whole of the procedure. Three rounds were removed. The patient asked for them and was
given them.

A blood sample taken that night was sent to an outside laboratory. [Nl later learned that the same
laboratory had tested a sample from the same patient on 10/03/2024. Both screens found psychoactive
compounds the laboratory could not identify. The FBI submitted the reported chemical signature to the
DEA, which found no match in its reference collection.

The two men who brought the patient paid in US dollars and left with him the same night, against medical

advice. | NS a5 not seen him since.

Investigation on 12/10/2024 at Damascus, Syria (through partner service)
File # 315N-NY-3402288 Date drafted 12/11/2024

| RS EREE

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and

its contents are not to be distributed outside your agency.
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SECRET//NOFORN

FEDERAL BUREAU OF INVESTIGATION
Behavioral Analysis Unit 1 - Counterterrorism, Arson and Bombing
Quantico, Virginia

Re: - (U) TSARUICIDE - psychological assessment

Requested by: New York, JTTF-3
Date: 12/02/2024

(S/NF) Sources. Two structured interviews conducted by a partner service in Vienna, Austria on 03/30
and 03/31/2022, observed by BAU, and the case file to date.

(S/NF) Structured measures. PCL-R: 36 of 40 (Factor 1 and Factor 2 both elevated). HCR-20 V3: high
on historical, clinical and risk-management scales. Narcissistic personality disorder: 8 of 9 criteria met.

(S/NF) Observations. Glib and grandiose. Lies when the lie geﬁns nothing. Showed no response when
read victim statements. Explained every act of violence through his religious framework and accepted
responsibility for none of them. Affect shallow throughout.

(S//NF) Diagnostic impression.
F60.2 Antisocial personality disorder, severe
F60.81 Narcissistic personality disorder

F15.20 Amphetamine-type substance use disorder, moderate

765.8 Religious or spiritual problem

(S//NF) Risk. Imminent. Violence is instrumental. If detained, recommend indefinite detention under
maximum security. :

Supervisory Special Agent / Forensic Psychologist, BAU-1

1
SECRET//INOFORN NS-02-TSARUICIDE-0009



® SECRET O

POLYGRAPH EXAMINATION REPORT

prepared for a partner service - translated copy

EXAMINEE DATE i LOCATION "
TSARUICIDE (as identified) | 31 MAR 2022 vienva -
EXAMINER £ TECHNIQUE CHARTS COMPLETED
e S Zone comparison, 3 charts |3 (THREE)
Relevant questions
R1. Are you a member of the group called NecroSociety? NO
R2. Have you taken part in a terrorist attack? : NO

R3. Do you know where weapons are being stored for that group? ~ NO -

Chart data

Heart rate elevated at each relevant question on all three charts. Electrodermal: strong reactions at R1, R2
and R3. Respiration: suppression and irregular breathing at the relevant questions.

R1 R2 R3 ) Total
Chart 1 4 i, 4
Chart 2 3 ‘ A 3
Chan 3 -4 -3 2
Grand total : | -30

Result ; :
SIGNIFICANT RESPONSES - DECEPTION INDICATED on all relevant questions (cut-off -3).

Examiner's remarks

The examinee did not attempt countermeasures. Before the first chart he told the examiner that the result
would not matter. He'was released on the evening of 31 MAR 2022 on diplomatic papers. The papers
were found to be forged three days later.

he was ri%kf
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FEDERAL BUREAU OF INVESTIGATION

SECRET//INOFORN

Counterterrorism Division - Terrorist Financing Operations Section

Re: (U) TSARUICIDE - identified assets as of 12/01/2024

Prepared by: _, Forensic Accountant
Reviewed by: . Unit Chief

(S//NF) Summary. Identified assets total $4,287,346, of which $2,156,891 is blocked or frozen. Eight

countries are involved. Bitcoin is valued at $96,400 (12/01/2024).

Asset Detail USD
Bitcoin, primary wallet belgxy2 N 1 - 16.0846 BTC 1,550,555
Bitcoin, exchange account, 13.5857 BTC sent 11/22/2024; frozen by the exchange 1,309,661
frozen 11/27/2024
Hawala transfer, blocked Dubai exchange house to Kabul recipient, 12/01/2024 847,230
Gold, through dealer Damascus gold souk to recipient in Iraq, 11/18/2024 423,000
Hawala transfer, traced Istanbul trading company to Peshawar exchange, 11/25/2024 156,900
Total 4,287,346

(S//NF) Primary wallet. Created 03/14/2019. Received 52.1783 BTC from a mixing service on

11/28/2024: sent 15.2341 BTC to an unattributed address on 11/30/2024.

(S//NF) Companies.
Name Registered Status
Adriatic ItnpénFExpon LLC Serbia, reg. 21654987 active
Damascus Technical Services Syria suspended
Crypto Mining Solutions FZE UAE free zone ° offshore
Eastern Logistics GmbH Austria under investigation

(U) Blockchain tracing was performed with commercial software. Exchange records were obtained by

legal process.

1
SECRET//NOFORN
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O SECRET//NOFORN O

FEDERAL BUREAU OF INVESTIGATION
New York - JTTE-3 - Subject location summary

(S//NF) Locations attributed to TSARUI{;IDE in the last 90 days, as of 12/23/2024:

Date (UTC)" Location Coordinates Source Confidence
12/22/2024 21:05 Novi Sad, Serbia . | 45.250 N, 19.850 E SATCOM / SIGINT | High
11/15/2024 09:22 Damascus, Syria 33.502 N, 36.298 E HUMINT / photo Medium
10/08/2024 16:45 Baghdad, Iraq 33341 N,44392E | GSM Medium
09/11/2024 08:17 Kabul, Afghanistan 34519 N, 69.181 E contractor report Low.

(S//NF) Comment. Movement is westward, from A fghanistan toward Europe. The subject is now within
reach of NATO borders. Assessed as preparation for operations in Europe.
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. SECRET . .

SITE PHOTOGRAPHS
compound west of Kabul, Afghanistan - 09/11/2024 - provided by contractor

. &

PHOTO 2 BUNKER, INTERFC-)R

PHOTO 3 COMPOUND FROM THE RIDGE. LOOKING EAST

(S) Photographs taken by a contractor team on 09/11/2024 at a compound the subject is reported to use for rifle training.
The date printed on Photo 2 (2003 11 13) comes from the camera's clock and is not cormrect. Stored munitions in Photo 2
were not recovered; the compound was empty when the team returned on 09/14/2024. '
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. £ SECRET

EVIDENCE INVENTORY

raid of 10/10/2024 - house in Baghdad, Al-Mansour - recovered by partner service, logged by FBI legal attaché

Item Description Qty Found
1B1 Pistol, AK pattern (Draco), 7.62x39, converted to select-fire 1 bedroom
1B2 Pistol, Glock pattern, 9mm, with optic and extended magazine 1 bedroom
1B3 Rifle, M4 pattern, 5.56x45, with optic 1 roof

1B4 Projectile, finned, fuze removed 1 yard
1B5 Submachine guns, MP5K pattern, 9mm 2 cellar
1B6 Submachine gun, MP7 pattern, 4.6x30, suppressed 1 cellar
1B7 Machine guns, PK pattern, 7.62x54R 2 cellar
1B8 Submachine gun, PPSh-41, 7.62x25, drum magazine 1 cellar
1B9 Rifle, SVD (Dragunov), 7.62x54R, with PSO-1 scope 1 roof
1B10 Submachine gun, Uzi pattern, 9mm 1 car

(S) Also recovered: ammunition in all listed calibres (not cqunted); three Draco receivers in the process of
select-fire conversion, serial numbers removed (1C1-1C3); a pink and black shemagh (1D1); two laptops,
encrypted (1E1, 1E2).

(S) The subject was not present. Neighbours said a man in a pink and black head-cloth left the house by
car about an hour before the raid.

SECRET
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SECRET

EVIDENCE PHOTOGRAPHS
raid of 10/10/2024 - sheet 1 of 2

ITEM 1B5 SUBMACHINE GUNS . |
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. : SECRET .

EVIDENCE PHOTOGRAPHS
raid of 10/10/2024 - sheet 2 of 2

|
"] f
ITEM 1B7 MACHINE GUNS
|
. |
&
ITEM 1B9 SNIPER RIFLE I_
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M. PRESS CLIPPINGS

KABUL EXPRESS SEPTEMBER 3, 2020

Former contractor linked to missing
munitions
KABUL - An investigation | suspect. Investigators say part

into equipment that went | of the equipment has since
missing during the drawdown | been traced to black markets in

of foreign forces has identi- | Europe.
fied a former contractor as a |

BRUSSELS EVENING POST MAY 17, 2022

Car bomb defused near European
Parliament

BRUSSELS - Police de- | Parliament on Tuesday. The
fused an explosive device in | device could be set off re-
an abandoned car two | motely. The car's registra-
streets from the European | tion was traced to Iraq.

O

THE YAZD OBSERVER OCTOBER 19, 2020

Fire temple desecrated

YAZD - Priests at a { ments missing. Pieces of
Zoroastrian  fire temple | pink and black cloth were
ff)und symbols painted in- { found on the floor near the
side the sanctuary on | altar.

Sunday and ritual imple-

THE DANUBE HERALUD FEBRUARY 15, 2024

Safe houses-raided in six countries

BELGRADE - Coordinated | borders, police said. Officers
raids on safe houses in six | are looking for a coordinator
countries have exposed a net- | from the Middle East.

work moving people across |

all s
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N. CURRENT STANDING
NECROSOCIETY - INTERNAL

NECROSOCIETY ALIGNMENT. The first to join. Arms, money and the networks
run through him, :

CURRENT THREAT STATUS. At large. Their last fix is Novi Sad, December

2024. Rated critical. Their people are told not to engage him without full
tactical support.

WHAT THEY GOT RIGHT. The rifle. The money routes. The Vienna polygraph.
WHAT THEY GOT WRONG. That he is moving west. That BLACKOUT was a date.

ORDERS. No phones in the building when he is in it. This file is returned
to the file room after reading. The second copy is held by H.

CLASSIFICATION EYES ONLY - NECROSOCIETY INTERNAL - DO NOT MIRROR OR
ARCHIVE OFFSITE

Read by _ | Date Initials
s o 02 APR 2026 H
T 03 APR 2026 S

[ —————
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